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Abstract—In this paper, we discuss the proliferation of household smart devices and review the literature to explore whether
the implementation characteristics of such systems may provide
avenues of attack to obtain private biometric data. Examples
include the use of mechanical hard drives as audio microphones
and interception of soft-keyboard input through audio analysis
of haptic feedback. As the use of biometric data increases in
casual environments, the opportunity for it to be stolen in
unexpected ways is also increasing. There are many examples
of the technology being utilised by hackers to enable unexpected
use such as spoofing. We examine the importance and sanctity of
biometric data in the modern world and posit that manufacturers
must avoid complacency and advocate secure design, to ensure
security and privacy of users.
Index Terms—biometrics, iot, smart device, eavesdropping,
side-channel, attack

I. I NTRODUCTION
The term “biometric” refers to measurements of either physiological or behavioural characteristics of the human body.
Measurement and analysis of biometrics has proven useful in
a variety of health, security and user experience applications.
Biometric data is data that reflects the physiological/behavioural traits of an individual [1]. Such data is commonly collected with user consent via sensors on a device they
are using. The role of this data is often to identify who the
user is through matching the biometric traits collected from
the sensors to a known biometric profile.
The capability of biometrics to uniquely identify individuals
makes it an extremely effective security mechanism. However,
it also poses a privacy risk as unlike conventional credentials,
they are not easily transferred or replaced. If a biometric such
as a fingerprint is obtained by an attacker, they may be able
to use this to bypass many systems using this as way of
authenticating. Biometrics, particularly behavioural traits, may
carry sensitive and private information about an individual that
they may not wish to share. This means biometric data is one
of the most sensitive and important to protect.
It has been observed that a number of technologies can be
utilised to capture biometric data in a previously unintended
manner, e.g. in [2] where typing behavhour was used to infer
typed sentences. Implementation characteristics that enable
such activity are known as “side-channels”.

The remainder of this short paper is organised as follows.
Section II discusses conventional biometric strategies. Section
III discusses the unconventional strategies of collection. Section IV concludes the paper.
II. C ONVENTIONAL B IOMETRICS & M OTIVATION
This section describes the most popular and current biometric techniques. Physiological biometrics are made use of in
everyday technologies from smartphones to border control and
include traits such as face, fingerprint and iris. Many mobile
devices released in 2020 provide the option to use the face
or fingerprint to unlock. Conversely, behavioural biometrics
are often less overt because they rely on the learning of a
user’s routine rather than a simple presentation of a physiological trait. Such biometrics include location, movement and
environment data and have attracted academic interest [3].
The future trends in biometric systems will see greater
use of biometrics to authenticate users. This is because such
techniques mitigate the issues with conventional PINs and
passwords such as over-the-shoulder attacks and user inconvenience. As more devices include sensors (e.g.: smartwatches)
it will also be possible to harness biometric data for both
health and authentication purposes. The use of biometrics for
authentication motivates the need to identify which biometrics
can be considered vulnerable to side-channel collection.
Biometrics can enhance day-to-day life by providing quick
authentication, customised services and personalised feedback.
However, the discussed uses of biometrics thus far has focused
on biometrics that the user is aware of and are not controlled
by a malicious user. As discussed, the biometrics collected
from a trusted device and a side-channel device implemented
by an attacker could be identical and used maliciously for
bypassing authentication mechanisms or identity fraud. We
call the side-channels ”unconventional biometric aquistition”
methods and highlight them as privacy issues.
Devices intended for non-biometric purposes may contain
sensing capabilties from which biometrics can in fact be
derived without a user’s knowledge. Such unconventional biometric aquistition methods may be implemented by a hacker
wishing to steal biometric information. It is therefore important
to discuss how such biometrics could be obtained in order to
attempt attack mitigation.
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TABLE I
S UMMARY OF POPULAR COMPONENTS OF SMART DEVICES AND THE BIOMETRIC PATTERNS THEY MIGHT COLLECT.

III. U NCONVENTIONAL B IOMETRIC ACQUISITION
In previous work we have demonstrated the ability to
eavesdrop on gesture typing input by analysing the time period
in audio recordings between haptic feedback events [2], in
this case, the audio from haptic actuators was inadvertently
revealing the typing pattern of the user. This highlights a key
issue, that there are non-obvious approaches to capturing user
actions that could yield identifiable biometrics, an ability that
can increase in the face of hardware manipulation.
In this section we discuss common electronic components
and the opportunity they offer for capturing information beyond their original purpose and the biometrics that may be
associated with. Our findings are summarised in Table I. Softbiometrics are measures such as skin colour, gender and height
that do not uniquely identify an individual but may help narrow
a search space. A combination of soft biometrics may be
suitable for identifying individuals in limited scenarios [4].
It is important to note that many of the examples used are
based on laboratory setups and may remain hypothetical in a
consumer environment with standard hardware.
Accelerometer data has been similarly used to detect users
input [5] on a mobile device and even assess their mood [6].
It can be used to determine the activity of a user and is
commonly found in commercial fitness devices [7]. Gait
can be captured with accelerometer sensors [8]. It has also
been shown that individual accelerometers may have minute
variation in manufacturing, making them uniquely identifiable
due to variations in response to identical stimuli [9]. With
an emerging market for enterprise extended reality devices,
it has been demonstrated that monitoring user movement
through wearable accelerometers (as found in smart watches,
mobile phones, etc.) can be used to identify user activity and
effectively eavesdrop on their input [10].
A light emitting diode (LED) is conventionally used as
an indicator, component of a display or for environmental
lighting. However, when reversed in a circuit, an LED acts
as a light sensor [11]. In this state, an LED can thus be used
as a single pixel image sensor, suitable for applications such as
proximity and presence. Dedicated photodetectors are common
components, often used for measuring ambient light, but may

also be used in other applications, such as blood flow and
heartrate detection (usually combined with LEDs [12], [13].
General purpose image sensors are used for photography
and video communication in modern devices, whilst specialist
modules may be suitable for iris/retina, fingerprint and facial
recognition (as segmentation and matching algorithms rely on
quality input) often combined with infrared illumination [14].
Depending on image sensor view and quality, there are a
number of biometrics that can be potentially captured from still
images or video such as gait [15] as well as soft-biometrics
that cannot identifying a particular individual, but significantly
reduce search space such as skin or clothing colour. Softbiometrics can be effectively captured with relatively low
quality imaging [16]. Imaging has also been effectively used
to reproduce sound by monitoring disturbance in objects in
the environment, such as a crisp packet [17]. A conventional
smart phone camera is sufficient for detecting heart rate [18].
The use of mechanical hard drives as audio microphones [19], that can reconstruct sound in an environment
in a high enough quality for recognition by services such as
Shazam [20]. The key enabler of this trick is the small DC
motor present in a hard drive to actuate the read/write head.
Audio could potentially be used to collect biometric patterns
such as typing and voice.
Audio has been demonstrated as a means of achieving nonline-of-sight (NLOS) imaging [21] by bouncing audio signals
around corners, potentially making it applicable as a proximity
and motion detector.
NLOS has been performed using other parts of the electromagnetic spectrum such as WiFi [22] to visualise the
movement and activity of individuals through walls. This has
shown to be sufficient to reconstruct mouth movements for a
predefined vocabularly [23] enabling reconstruction of speech,
though whether speech (in contrast to voice) is sufficient as a
biometric remains to be seen. Radio equipment covering very
high frequency (VHF) and super high frequency (SHF) bands
such as WiFi and Bluetooth are common in connected device.
Similar techniques have been used for contact free monitoring
of heartrate [24]. Microwave sensors are also commonly used
in a similar way to passive infrared (PIR) sensors for presence
and proximity detection. Commercial applications of such

technology have been employed to detection hand gestures
in 3D space [25].
Capacitance sensing is typically a feature of touchscreen
technology and in mobile devices can be used to measure
physical biometric patterns such as ear shape and hand proportions [26]. But capacitance sensing comes in many forms and
the circuitry to implement rudimentary sensing of capacitance
is straightforward and can be done with popular microprocessors [27]. It is also a popular technique for fingerprint
sensing [28].
Network traffic from interactive devices such as personal
computers, games consoles, etc. can be used to identify
users [29]. Device usage can be used to profile users and may
even be able to determine mood based on changes in routine
behaviour [30].
Other common sensors such as the magnetometer and
barometer may be useful as part of an aggregate profile, based
on typical subject behaviour and exposures.
IV. C ONCLUSIONS
We have demonstrated that there exists a potential threat
landscape from a variety of devices due to the relatively
unknown abilities for hardware components to be repurposed
to capture biometric patterns. The collection of user biometrics
via these side-channels would present a privacy concern and
potentially yield breaches in authentication mechanisms. We
present this paper as an opportunity for further research into
the feasibilty of such attacks and their mitigation.
In future work we intend to explore the different sidechannels and their feasiblity in deriving biometrics. Building
on Table I we will define an ontology of biometric sidechannels would provide a valuable resource for characterising
the threat landscape. We will attempt to use the derived
biometrics to spoof a biometric system to establish if there
is a risk of such attacks being successfully utilised. Lastly,
if the attacks are successful, we will investigate strategies to
counteract them (e.g.: though classifying data spoofed via sidechannel collection).
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